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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the
process and establishes rules to promote fairness in the consensus development process, the IEEE does not
independently evaluate, test, or verify the accuracy of any of the information contained in its standards.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted
by the joint technical committee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is called to the possibility that implementation of this standard may require the use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essential
patents or patent claims for which a license may be required, for conducting inquiries into the legal validity or
scope of patents or patent claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance or a Patent Statement and Licensing Declaration Form, if
any, or in any licensing agreements are reasonable or non-discriminatory. Users of this standard are expressly
advised that determination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Further information may be obtained from ISO or the IEEE Standards
Association.

ISO/IEC/IEEE 8802-3-1 was prepared by the LAN/MAN Standards Committee of the IEEE Computer Society
(as IEEE 802.3.1:2013). It was adopted by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 6, Telecommunication and information exchange between systems, in parallel with its
approval by the ISO/IEC national bodies, under the “fast-track procedure” defined in the Partner Standards
Development Organization cooperation agreement between ISO and IEEE. IEEE is responsible for the
maintenance of this document with participation and input from ISO/IEC national bodies.
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Permissions have been granted as follows?:

Portions of this standard reprinted with permission from Avaya, IETF RFC 2108 Definitions of Managed
Objects for IEEE 802.3 Repeater Devices using SMIv2, © 1997.

Portions of this standard reprinted with permission from Microsemi Corporation, IETF RFC 3621 Definitions
Power Ethernet MIB, © 2003.

Portions of this standard reprinted with permission from Avaya, IETF RFC 3621 Definitions Power Ethernet
MIB, © 2003.

Portions of this standard reprinted with permission from the Hewlett-Packard Company, IETF RFC 3635
Definitions of Managed Objects for the Ethernet-like Interface Types, © 2003.

Material from IETF RFC 4836 Definitions of Managed Objects for IEEE 802.3 Medium Attachment Units
(MAUEs) reprinted with permission from the IETF Trust and the persons identified as the document authors,
© 2007.

Portions of this standard reprinted with permission from Edward Beili, IETF RFC 4836 Definitions of
Managed Objects for IEEE 802.3 Medium Attachment Units (MAUs), © 2007.

Material from IETF RFC 4837 Managed Objects of Ethernet Passive Optical Networks (EPON) reprinted with
permission from the IETF Trust and the persons identified as the document authors, © 2007.

Portions of this standard reprinted with permission from PMC-Sierra, IETF RFC 4837 Managed Objects of
Ethernet Passive Optical Networks (EPON), © 2007.

Material from IETF RFC 4878 Definitions and Managed Objects for Operations, Administration, and
Maintenance (OAM) Functions on Ethernet-Like Interfaces reprinted with permission from the IETF Trust
and the persons identified as the document authors, © 2007.

Material from IETF RFC 5066 Ethernet in the First Mile Copper (EFMCu) Interfaces MIB reprinted with
permission from the IETF Trust and the persons identified as the document authors.

Portions of this standard reprinted with permission from Edward Beili, [IETF RFC 5066 Ethernet in the First
Mile Copper (EFMCu) Interfaces MIB, © 2007.

*Every effort has been made to secure permission to reprint borrowed material contained in this document. If omissions have been made,
please bring them to the attention of the IEEE P802.3.1 working group.
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Abstract: The Management Information Base (MIB) module specifications for IEEE Std 802.3™,
also known as Ethernet, are contained in this standard. It includes the Structure of Management
Information Version 2 (SMIv2) MIB module specifications formerly produced and published by the
Internet Engineering Task Force (IETF), as well as extensions resulting from amendments to
IEEE Std 802.3. The SMIv2 MIB modules are intended for use with the Simple Network
Management Protocol (SNMP), commonly used to manage Ethernet.

Keywords: Ethernet, IEEE 802.3.1™, Management Information Base (MIB), network management,

Simple Network Management Protocol (SNMP), Structure of Management Information Version 2
(SMIv2)
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Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are developed within
the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA) Standards Board.
IEEE develops its standards through a consensus development process, approved by the American National Standards Institute,
which brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While IEEE administers the process and establishes rules
to promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the accuracy of
any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. IEEE disclaims liability for any personal injury, property or other damage, of any
nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the publication,
use of, or reliance upon any IEEE Standard document.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly disclaims any
express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that the use
of the material contained in its standards is free from patent infringement. IEEE Standards documents are supplied "AS IS."

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or
provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a
standard is approved and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every IEEE standard is subjected to review at least every ten years. When a document is more
than ten years old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition
of any IEEE standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to another. Any
person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in the exercise of
reasonable care in any given circumstances or, as appropriate, seek the advice of a competent professional in determining the
appropriateness of a given IEEE standard.

Translations: The IEEE consensus development process involves the review of documents in English only. In the event that an
IEEE standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.

Official Statements: A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be considered to
be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an individual
presenting information on IEEE standards shall make it clear that his or her views should be considered the personal views of that
individual rather than the formal position of IEEE.

Comments on Standards: Comments for revision of IEEE Standards documents are welcome from any interested party,
regardless of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining
to IEEE Standards documents. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important to ensure that any responses to comments and questions also receive the concurrence of a balance of interests. For
this reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to comments or questions except in those cases where the matter has previously been addressed. Any person who
would like to participate in evaluating comments or revisions to an IEEE standard is welcome to join the relevant IEEE working

group at http://standards.ieee.org/develop/wg/.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854-4141

USA

Photocopies: Authorization to photocopy portions of any individual standard for internal or personal use is granted by The
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and private
uses. These include both use, by reference, in laws and regulations, and use in private self-regulation,
standardization, and the promotion of engineering practices and methods. By making this document
available for use and adoption by public authorities and private users, the IEEE does not waive any rights in
copyright to this document.

Updating of IEEE documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the [EEE-SA Website or contact the IEEE at the address listed
previously. For more information about the IEEE Standards Association or the IEEE standards development
process, visit the IEEE-SA Website.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Copyright © 2013 IEEE. All rights reserved. v
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Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

vi Copyright © 2013 IEEE. All rights reserved.
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Introduction

This introduction is not part of IEEE Std 802.3.1-2013, IEEE Standard for Management Information Base (MIB)
Definitions for Ethernet.

The initial version of this standard was based on the managed object definitions provided in
IEEE Std 802.3™-2008, which subsumed and superseded IEEE Std 802.3an™-2006, IEEE Std 802.3ap™-
2007, IEEE Std 802.3aq™-2006, and IEEE Std 802.3as™-2006. It also includes the Logical Link Discovery
Protocol Ethernet extensions provided in Annex F of IEEE Std 802.1AB™-2009.> In addition, the initial
version of this standard incorporated and updated the MIB module definitions formerly defined in
IETF RFC 2108 [B20],° IETF RFC 3621 [B27], IETF RFC 3635 [B29], IETF RFC 3637 [B30],
IETF RFC 4836 [B35], IETF RFC 4837 [B36], IETF RFC 4878 [B37], and IETF RFC 5066 [B38].

The first revision of this standard updated the MIB module definitions to reflect the managed object
definitions provided in IEEE Std 802.3-2012, which subsumed and superseded IEEE Std 802.3-2008,
IEEE Std 802.3at™, IEEE Std 802.3av™, IEEE Std 802.3az™, IEEE Std 802.3ba™, IEEE Std 802.3bc™,
IEEE Std 802.3bd™, IEEE Std 802.3bf™, and IEEE Std 802.3bg™.

®Information on references can be found in Clause 2.
“The numbers in brackets correspond to those of the bibliography in Annex A.

Copyright © 2013 IEEE. All rights reserved. X1
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IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading "Important Notice" or "Important Notices and Disclaimers Concerning IEEE Documents."
They can also be obtained on request from IEEE or viewed at hittp:/standards.iece.org/IPR/
disclaimers.html,

1. Overview

This document supersedes and makes obsolete Annex 30A and Annex 30B of IEEE Std 802.3™-2008,
Annex F of IEEE Std 802.1AB™-2009,! IETF RFC 2108 [B20],> IETF RFC 3621 [B27], IETF RFC 3635
[B29], IETF RFC 3637 [B30], IETF RFC 4836 [B35], IETF RFC 4837 [B36], IETF RFC 4878 [B37], and
IETF RFC 5066 [B38].

Ethernet technology, as defined by the IEEE 802.3 Working Group, continues to evolve, with scalable
increases in speed, new types of cabling and interfaces, and new features. This evolution may require
changes in the managed objects in order to reflect this new functionality. This document, as with other
documents issued by this working group, reflects a certain stage in the evolution of Ethernet technology. In
the future, this document might be revised, or new documents might be issued, in order to reflect the
evolution of Ethernet technology.

The term “Ethernet-like interfaces” was historically used because the interfaces defined by the IEEE 802.3
Working Group were not considered “Ethernet” per se, but “Ethernet-like,” because “Ethernet” was taken to

nformation on references can be found in Clause 2.
2The numbers in brackets correspond to those of the bibliography in Annex A.
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mean “Ethernet version 2” according to the (DEC, Intel, Xerox) DIX “blue book.” Today and in the context
of SNMP management and SMIv2 MIB modules, “Ethernet,” “Ethernet-like,” and “IEEE 802.3” are
synonymous and interchangeable in the marketplace. The term “Ethernet-like” is retained in this document
because of its common usage in the SNMP-based network management community.

1.1 Scope

This standard contains the Management Information Base (MIB) module specifications for IEEE Std 802.3,
also known as Ethernet. It includes the Structure of Management Information Version 2 (SMIv2) MIB
module specifications formerly produced and published by the Internet Engineering Task Force (IETF), and
the managed object branch and leaf assignments provided in the Guidelines for the Definition of Managed
Objects (GDMO) MIB modules formerly specified within IEEE Std 802.3, as well as extensions resulting
from recent amendments to IEEE Std 802.3. The SMIv2 MIB modules are intended for use with the Simple
Network Management Protocol (SNMP), commonly used to manage Ethernet.

1.2 Purpose

The purpose of the standard is to publish the SMIv2 MIB module specifications in a single document that is
separate from IEEE Std 802.3, and that can be published in a machine-readable format. Future amendments
and revisions to IEEE Std 802.3.1 will be performed to update the MIB specifications as required to track
future amendments and revisions to IEEE Std 802.3.

1.3 Internet-Standard Management Framework

For a detailed overview of the documents that describe the current Internet-Standard Management
Framework, please refer to section 7 of IETF RFC 3410.

Managed objects are accessed via a virtual information store, termed the Management Information Base or
MIB. MIB objects are generally accessed through the SNMP.

Objects in the MIB are defined using the mechanisms defined in the Structure of Management Information
(SMI). This standard specifies MIB modules that are compliant to the SMIv2, which is described in
IETF STD 58 (RFC 2578), IETF STD 58 (RFC 2579), and IETF STD 58 (RFC 2580).

1.4 Security considerations

SNMP versions prior to SNMPv3 did not include adequate security. Even if the network itself is secure (for
example by using IPSec), there is no control as to who on the secure network is allowed to access and GET/
SET (read/change/create/delete) the objects in a MIB module.

Implementers should consider the security features as provided by the SNMPv3 framework (see section 8 of
IETF RFC 3410), including full support for the SNMPv3 cryptographic mechanisms (for authentication and
privacy).

SNMPv3 should be deployed, rather than previous versions of SNMP, and cryptographic security should be
enabled. It is then a customer/operator responsibility to ensure that the SNMP entity giving access to an
instance of this MIB module is properly configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET (change/create/delete) them.

Throughout this standard, there are a number of accessible management objects that may be considered

sensitive or vulnerable in some network environments. The support for some operations in a non-secure

2 Copyright © 2013 IEEE. All rights reserved.
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environment without proper protection can have a negative effect on network operations. Such management
objects are detailed in the clauses that define them.

The user of these MIB modules should therefore be aware that support for SET operations in a non-secure
environment without proper protection can have a negative effect on network operations.

The readable objects in these MIB modules (i.e., those with MAX-ACCESS other than not-accessible) may
be considered sensitive in some environments since, collectively, they provide information about the
performance of network interfaces and can reveal some aspects of their configuration. In such environments,
it is important to control GET and NOTIFY access to these objects and possibly encrypt their values when
sending them over the network via SNMP.

1.5 Conformance

Specific conformance statements and compliance statements, written in accordance with IETF STD 58,
RFC 2580, are included in each MIB module. They can be found by searching for the text strings
“Conformance statements” and “Compliance statements.”

Copyright © 2013 IEEE. All rights reserved. 3
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

ANSI T1.231-1997, Layer 1 In-Service Digital Transmission Performance Monitoring.3

ANSI T1.424-2004, Interface Between Networks and Customer Installation—Very-high-bit-rate Digital
Subscriber Lines (VDSL) Metallic Interface (DMT Based).

ETSITS1 101 270-1 (1999), Transmission and Multiplexing (TM); Access transmission systems on metallic
access cables; Very high speed Digital Subscriber Line (VDSL); Part 1: Functional requirements.4

IEEE Std 802, IEEE Standard for Local and Metropolitan Area Networks—Architecture and Overview.> ¢

IEEE Std 802.1Dm™, IEEE Standard for Local and Metropolitan Area Networks—Media Access Control
(MAC) Bridges.

IEEE Std 802.1AB™-2009, IEEE Standard for Local and Metropolitan Area Networks—Station and Media
Access Control Discovery.

IEEE Std 802.3™, IEEE Standard for Ethernet.

IEEE Std 802.9am™-1995, IEEE Standards for Local and Metropolitan Area Networks—Supplement to
Integrated Services (IS) LAN Interface at the Medium Access Control (MAC) and Physical (PHY) Layers—
Specification of ISLAN16-T.

IETF RFC 1213, Management Information Base for Network Management of TCP/IP-based internets:
MIB-II, McCloghrie, K., and Rose, M., Mar. 1991 7

IETF RFC 1516, Definitions of Managed Objects for [IEEE 802.3 Repeater Devices, McMaster, D., and
McCloghrie, K., Sept. 1993.

IETF RFC 2119, Keywords for use in RFCs to Indicate Requirement Levels, Bradner, S., Mar. 1997.

IETF RFC 2434, Guidelines for Writing an IANA Considerations Section in RFCs, Narten, T. and
Alvestrand, H., Oct, 1998.

IETF STD 58 (RFC 2578), Structure of Management Information Version 2 (SMIv2), McCloghrie, K.,
Perkins, D., and Schoenwaelder, J., Apr. 1999.

IETF STD 58 (RFC 2579), Textual Conventions for SMIv2, McCloghrie, K., Perkins, D., and Schoenwacelder,
J., Apr. 1999.

IETF STD 58 (RFC 2580), Conformance Statements for SMIv2, McCloghrie, K., Perkins, D., and
Schoenwaelder, J., Apr. 1999.

3ANSI publications are available from the American National Standards Institute (http://www.ansi.org/).

“ETSI publications are available from the European Telecommunications Standards Institute (http://www.etsi.org/).

SIEEE publications are available from The Institute of Electrical and Electronics Engineers (http:/standards.ieee.org/).

The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
"IETF documents (i.e., RFCs) are available for download at http://www.rfc-archive.org/.
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IETF RFC 2856, Textual Conventions for Additional High Capacity Data Types, Bierman, A., McCloghrie,
K., and Presuhn, R., June 2000.

IETF RFC 2863, The Interfaces Group MIB, McCloghrie, K., and Kastenholz, F., June 2000.

IETF RFC 2864, The Inverted Stack Table Extension to the Interfaces Group MIB, McCloghrie, K., and
Hanson, G., June 2000.

IETF RFC 3410, Introduction and Applicability Statements for Internet Standard Management Framework,
Case, J., Mundy R., Partain, D., and Stewart, B., Dec. 2002.

IETF RFC 3411, An Architecture for Describing Simple Network Management Protocol (SNMP)
Management Frameworks, Harrington, D., Presuhn, R., and Wijnen, B., Dec. 2002.

IETF RFC 3592, Definitions of Managed Objects for the Synchronous Optical Network/Synchronous
Digital Hierarchy (SONET/SDH) Interface Type, Tesink, K., Sept. 2003.

ITU-T Recommendation G.983.1, 1998—Optical line systems for local and access networks—Broadband
optical access systems based on Passive Optical Networks (PON).8

ITU-T Recommendation G.991.2, 2003—Single-pair High-speed Digital Subscriber Line (SHDSL)
transceivers.

ITU-T Recommendation G.993.1, 2004—Very high speed digital subscriber line transceivers.

SITU-T publications are available from the International Telecommunications Union (http://www.itu.int/).
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